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A defense-in-depth strategy and architecture provides improved
security through granular control of plant network access by

user, device, and location. Adds plant security for both digital and IR -
physical assets.
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Converged Plantwide Ethernet (CPwWE) Cisco Connected Factory Products: Rugged, Secure, Reliable
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Wired Security Management

A joint Cisco and Rockwell Automation architecture

Enterprise Network

Enterprise Zone

IE4000: Layer 2/3 access DIN-rail mounted IE2000: Compact, secure, fixed hardened Layer 2 access IE3000: Compact, secure, modular hardened Layer IE3010: 1 RU, fixed, hardened switch with IE5000: L2/L3 Hardened Rack Mount Aggregation Switch Cisco ASA 5515: Provides Firewall
: : : - switch with REP, IEEE 1588, Ethernet/IP, DIN-rail mounted switch with REP, IEEE 1588, Ethernet/IP, 2/3 access DIN-rail mounted switch with REP, IEEE REP support; 2 x GE & up to 24 FE ports with TOGE uplink ports, 12 GE SFP fiber and PoE/PoE+, protection, combined with industry-
Site Business Planning and Logistics Network Level 4 PROFINET support: 4 x GE uplink ports, and up PROFINET support: 2 x GE & 4, 8, or 16 x FE ports, swappable 1588, Ethernet/IP, PROFINET support: 2 x GE & up to (copper) or 16 FE SFP and 8 FE (with PoE), 4 x 10GE SFP+ or 4 GE SFP uplinks. leading Sourcefire threat and advanced
to 16 GE fiber/copper downlinks. flash memory. NAT PoE and conformal coating available. 24 FE ports, swappable flash memory. PoE available. swappable flash memory. malware protection.
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I\/Ianufacturing Site Manufacturing Operations and Control L |3 Stratix 5400™: 4 x GE uplink ports with Allen-Bradley Stratix 5700™: Industrial Ethernet Switches Allen-Bradley Stratix 8000™: Industrial Ethernet Allen Bradley Stratix 5900™: Hardened ArmorStratix 5700™: IP67 Rated IE2000: Identity Services Engine (ISE): Security
Zone Ite Manufacturing Uperations a ontro eve layer 2 switching and layer 3 routing, additional L2/L3, Modular, DIN rail mounting, with Cisco technology, Switches L2/L3, Modular, DIN rail mounting, with Cisco Security router with Cisco Technology for L2 Ethernet Switch with L2 Ethernet Switch policy management and control platform.
Gigabit (GE) Power over Ethernet (PoE), and Premier (CIP) integration with Rockwell Automation technology, Premier (CIP) integration with Rockwell zone based firewall, including VPN, IPSec, IP67 protection, with IP67 protection. Automates and simplifies access control
GE fiber ports. Premier (CIP) integration with Integrated Architecture. Automation Integrated Architecture. and QoS with web management tool. and provides identity services by user,
Rockwell Automation Integrated Architecture. device, and location.
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- Allen Bradley Stratix 5100™ Wireless Access Aironet 3700AP: 802.11ac wave Aironet IW 3700AP (IP67): 3602E Wireless Access Point: Extended Cisco Wireless LAN Controller 5508: Support 819 M2M: Secure, hardened, small Rugged Small form-factor Pluggables (SFP):
Safety Zone Safety-Critical Point (AP): 802.11n Wi-Fi autonomous 1 provides rate of up to 1.3 Gbps. Same capabilities as the temperature, secure, 802.11a/b/g/n for up to 500 access points, 802.11n and form factor Cisco I0S router with Rugged FE and GE SMF and MMF optical transceiver
access point. 3x4 MIMO technology with three 4x4 Multiple Input Multiple Output Aironet 3700 Series Access Wi-Fi AP, CleanAir and PoE powered. 802.11ac networks, manages 500 access points Firewall, VPN and 3G, 3G + Wi-Fi modules with LC/PC connector and DOM support.
Spatial streams. External antennas. Integrated (MIMO) configuration. Supports Point with an internal antenna. simultaneously. or 4G LTE wireless WAN.
Common Industrial Protocol (CIP) stack. three spatial streams (3SS).
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